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Report Security

Securing your Reporting Solution

In many applications, report content needs to be protected
so that it cannot be altered by unauthorized persons.
XLReporter provides three approaches to report
security:

e Password protecting the report workbook.
e  Publishing the report to PDF format.

e Using a secure viewer so users only have read
access to the reports.

Protecting the Workbook

Excel workbook security is implemented by utilizing the
password to modify setting provided by Excel. Once this
is set, a user can only edit the workbook if they know the
password.

To set this password to modify, open your report template
in Excel and save the file using Excel’s Save As option.

As part of the Save As operation, access the General
Options of the file where you can set the Password to
modify.

General Opticns @Ii_hj
[ Always create badkup
File sharing

Password to open:

Password to modify: | ssess

[ Read-only recommended

General Options

Because you have set this password for the report
template, any report generated from this template will
also have the same password set.

The final step is to provide XLReporter with the
knowledge of this password so that it can perform its
reporting functions.

From the Project Explorer, open the Configuration
program. Under the Excel tab set the Password to modify
to the password used in the template.
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Excel settings in Configuration

With the password specified, XLReporter can open the
report for editing, but when a user tries to open the report
in Excel, they will be prompted to enter the password. If
they do not know it, they can continue by opening the
report in read-only mode.

Publishing to PDF

XLReporter provides a PDF printer driver to
automatically publish reports to encrypted PDF
documents. This option is available in the Professional
version of the product or as an option. The driver is self
contained and does not require a third party software such
as Adobe Acrobat.

A report is published to PDF file by using the PrintBook
or PrintSheet commands (usually from the scheduler) and
specifying XLReporter’s PDF printer driver
(XLRtoPDF) as the target printer.

XLReporter provides a number of settings that
determine the properties of any PDF document published.
These settings are found in XLReporter’s Configuration
program, under the PDF tab.
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PDF settings in Configuration
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The settings come into effect when you open the PDF
document in a PDF viewer such as Adobe reader.

The Master Password can been set to protect the report
from unauthorized access.

The Encryption level can be set at 40 or 128 bits,
providing the desired encryption for the file.

Modification and Annotation can be toggled on or off.

Print and Copy can be enabled or disabled, offering the
required document handling capability on the local
system.

Secure Viewing

The XLViewer software provides a centralized viewing
environment for reports created in Excel, HTML or PDF
file format. The XLViewer permits the viewing of the
reports, but does not allow any editing to be performed.

The XLViewer is part of the XLReporter Suite,
Professional or as an option.

When the XLViewer is launched, it provides a list of
available reports. Users can then select a particular report
which causes the contents of the report to appear in the
read-only viewer. Note that the user is also prevented
from accessing the windows desktop or file system.

] Viewer - FlowSummary = [ [

Yearly Water Pumped
Virest Bridgestream Water Dept
Year 2007
Maximum Month 762,669
Minimum Month 107,788
Waximum Day 27,100 Days Pumped 3
Winimum Day 22,508 Average Day 14,339
Month | Station#1 | Staton#2 | Station# | Staton#4 | Total
January 14629 15,654 233796 190,048 454,12
February 18814 16,370 81,979 7,830 154,993
March 13,388 14,839 198,876 178,998 406,101
April 10522 12791 34,959 49,516 107,789
Way 15,941 12,838 367,101 256,988 652,369
June 10650 14229 430,691 307,009 762,669
July 11,005 15,616 220,664 201,676 448,962
August 19,141 14,633 313,963 215,608 568,344
September 13228 19544 106,403 108,847 248,02
October 22452 16,592 248,531 222,191 509,766

November 15,757 14,746 339,486 235,785 605,774
December 20464 15,425 174,552 103,880 314,320

Year Totals: 185,989 183,277 2,755,999 2,108,467 5,233,733
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Report viewed in XLViewer

XLViewer is ideal way to provide operators access to
reports from an HMI screen. Simply launch XLViewer
from a pushbutton on a HMI display.

The XLViewer is completely customizable from the
XLViewer designer.

Under the Files tab, you can specify where the reports are
located and which reports to show, preventing users from
accessing reports they do not need or should not see.

@ xvConfig.xlv - XLViewer Designer lth
File Help
File Type: @ Excel TIHTH ) FDF
Files | Menus

Specify the files listed by the Viewsr.

File List
@ Excel Directory

") Speailic Directory

Show Al -

Order by Alphabetical ~  Ascending -

File Displayed On Startup

Most Recent -

The XLViewer Designer — Files Tab

Under the Menus tab, you can enable or disable options
that allow users to print or E-mail a report from the
XLViewer.

@ xvConfig.xlv - XLViewer Designer lth
File Help
File Type: @ Excel TIHTH ) FDF
Menus
Select the menus enabled in the Viewer
Fririt
Enabled Prampt far Prirter -
Pririter
E-mail
[T] Enabled Prampt for E-mail
Configuration
.

The XLViewer Designer — Files Tab

These settings can be saved in a configuration file and
specified as part of launching XLViewer.

SyTech, “The Report Company”, develops software for
reporting and database management systems.

Get your evaluation copy at
www. TheReportCompany.com and solve your reporting
problems today!
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